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Direct Dial: (202) 857-4479

Direct Fax: (202) 261-0007

E-mail: rbuntrock@wcsr.com

MEMORANDUM

TO:
International Packet Communications Consortium

FROM:
Ross A. Buntrock: (202) 857-4479

DATE:
August 13, 2004

RE:
FCC Releases Text of CALEA NPRM and Declaratory Ruling

On August 9, 2004 the Federal Communications Commission (“Commission” or “FCC”) issued the text of the CALEA Notice of Proposed Rulemaking (“NPRM”) and Declaratory Ruling, which was adopted at the FCC’s August 4, 2004 meeting.  The NPRM examines the applicability of the Communications Assistance Law Enforcement Act (“CALEA”) to packet mode services, as well as implementation and enforcement issues associated with application of CALEA to such  services.  This memo sets forth a brief summary of the FCC’s tentative conclusions and the issues upon which the FCC seeks comment.  Comments will be due 45 days following publication of the NPRM in the Federal Register, however, publication has not yet occurred.  We will advise you of the comment deadline once it is established.  

Notice of Proposed Rulemaking

The Commission sets forth the following tentative conclusions and asks for comment on the following issues: 

Applicability of CALEA to Broadband Internet Access and VOIP Services

· The Commission concludes that providers of any type of broadband Internet access service (wholesale or retail) that act as a replacement for a “substantial portion” of the local telephone exchange service are subject to CALEA.   NPRM at ¶ 37.

· The Commission seeks comment on the conclusion that Broadband Internet access providers include all of following: carriers providing service using wireline, cable modem, satellite, wireless and broadband via powerline.  NPRM at ¶ 37.

· The Commission concludes that providers of VOIP services, characterized as “managed or mediated” are subject to CALEA.   NPRM at ¶ 37.

· The Commission notes that law enforcement distinguishes between “managed” or “mediated” VoIP services, which are defined as “services that offer voice communications calling capability whereby the VoIP provider acts as a mediator to manage the communication between its end points and to provide call set up, connection, termination and party identification features” and “non managed” or “peer-to-peer” communications, which are set up and managed by the end users using either CPE or a personal computer. 

· The Commission seeks comment on the appropriateness of the distinction between “managed” and “non managed” VoIP communications for purposes of CALEA.  NPRM at ¶ 37.

CALEA Statutory Definitions 

The Substantial Replacement Provision

· Telecommunications Carrier.  The Commission concludes that the scope of CALEA’s definition of “telecommunications carrier” is meant to be broader than the definition found in the Communications Act; specifically, CALEA’s definition of “telecommunications carrier” should include: “a person or entity engaged in providing wire or electronic communication switching or transmission service to the extent that the Commission finds that such service is a replacement for a substantial portion of the local telephone exchange service and that it is in the public interest to deem such a person or entity to be a telecommunications carrier for the purposes of [CALEA].” 47 U.S.C. §100(8)(B)(ii) (the “Substantial Replacement Provision”).   NPRM at ¶ 42.

· The Commission seeks comment on which criteria should apply to deem an entity a “telecommunications carrier” under the Substantial Replacement Provision; specifically, the FCC seeks comment on each of the 3 components of the Substantial Replacement Provision.  NPRM at 42.

· Switching is interpreted to include routers, soft switches and other equipment that provide addressing and intelligence functions for packet-based communication.   NPRM at 43. 

· Transmission is not limited under CALEA, as it is in the Communications Act, to transmission “without change in the form or content of information”  Therefore, the Commission concludes that this provision is meant to include those entities that provide the underlying broadband transmission capability used for Internet access services. NPRM at ¶ 43.

· Replacement for Substantial Portion of Local Exchange Service.  The Commission concludes that the statement “replacement for substantial portion of the local telephone exchange service” means “the replacement of any portion of an individual subscriber’s functionality previously provided via POTS.  The Commission tentatively concludes that broadband Internet access serviced and mediated VoIP services replace a substantial portion of the local exchange service and therefore should be included in the scope of CALEA.  NPRM at ¶ 44.

· “Public Interest.”  The Substantial Replacement Provision requires the Commission to find it in the “public interest” to deem a person or entity subject to CALEA; the Commission, relying upon the legislative history of CALEA, concludes that 3 factors should be used to determine the “public interest”: whether it would promote competition; encourage development of new technologies, and protect public safety and national security.” seeks comment on how “public interest” should be defined.  NPRM at 45.

The Definition of “Telecommunications Carrier”

· The Commission concludes that differences between CALEA’s definition of a “telecommunications carrier” and the definition found in the Communications Act is purposeful and concludes that it was Congress’s intent to give CALEA a broader scope than the Communications Act. NPRM at ¶ 46.

Application of Substantial Replacement Provision to Broadband Internet Access and Other Packet-based Services
Broadband Internet Access Services 

· The Commission concludes that facilities-based providers of any type of Broadband Internet access (wireline, cable modem, satellite, wireless and broadband via powerline) are subject to CALEA.  The Commission further concludes that because all facilities-based carriers would be subject to the CALEA obligations, there should be no deterrent effect on competition.  NPRM at ¶47.
· The Commission concludes that while Congress excluded “information services” from CALEA’s definition of “telecommunications carrier” in light of the Commission’s recent determination that cable modem service and wireline broadband Internet access service are information services, CALEA should be interpreted to mean that “where a service provider is determined to fall within the Substantial Replacement Provision, by definition it cannot be providing an information service for purposes of CALEA.”  NPRM at ¶50.
VoIP Services

· The Commission concludes that providers of managed VoIP services, which would include parties reached through the PSTN, are subject to CALEA.  The Commission seeks comment on its conclusion that providers of non-managed VoIP services should be exempt from CALEA requirements.  Further, the Commission requests comment on other providers of packet-based services that meet CALEA’s definition of telecommunications carrier.  NPRM at ¶ ¶56, 59.

Carrier Obligations Under Section 103

· The Commission seeks comment on how to apply a telecommunications carrier’s obligations under Section 103 of CALEA to broadband internet access providers and VoIP providers.  Telecommunications carriers are currently required to enable LEAs, pursuant to a court order (or other lawful authorization) to: intercept wire and electronic communications and to access call identifying information that is reasonably available to the carrier.   NPRM at ¶63.

· The Commission identifies the following types of information that Law Enforcement Agencies may seek information for : information about access sessions, information about changes in the account or service profile; and information about packets sent and received. CALEA NPRM at ¶66.

· The Commission requests comment on whether it needs to clarify the term “call-identifying information” for broadband access and VoIP services.  The Commission also requests suggestions on how the term “reasonably available” would be applied to a broadband access provider.  CALEA NPRM at ¶67.

Compliance solution based on use of a “trusted third party”

· A trusted third party is a “service bureau that has access to a carrier’s network and remotely manages the intercept process for the carrier.” The Commission concludes that the presence of a “trusted third party” makes the call-identifying information reasonably available to a telecommunications carrier.  However, the Commission requests comments as to whether a “trusted third party” could be used to extract the needed information from packets.  NPRM at ¶¶69, 72.

Compliance solution based on CALEA “Safe Harbor” standards

· The Commission requests comment on whether there is a need to define what is appropriate to be considered in producing a publicly available technical requirement or standard to be adopted by an industry association.  NPRM at ¶ 80.
Declaratory Ruling

Push-to-Talk Services

· The Commission clarified that CMRS wireless push-to-talk services that are offered in conjunction with interconnection services to the PSTN are subject to CALEA requirements. Declaratory Ruling at ¶ 146.
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